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Covering cases published in February 2025 

This information is for REVIEW only. If you wish to take this course for CREDIT toward your 24 hours of in-
service training, please contact your training officer. They can assign this course in Acadis. 

Cases in the Law Enforcement Digest are briefly summarized, with emphasis placed on how the rulings may 
affect Washington law enforcement officers or influence future investigations and charges. Each cited case 
includes a hyperlinked title for those who wish to read the court’s full opinion. Links have also been provided 
to key Washington State prosecutor and law enforcement case law reviews and references. 

The materials contained in the LED Online Training are for training purposes. All officers should continue to 
consult with their department legal advisor for guidance and policy as it relates to their particular agency.  

LED Author: James Schacht 

Each month's Law Enforcement Digest covers court rulings issued by some or all of the following courts:  

• Washington Courts of Appeals. The Washington Court of Appeals is the intermediate level appellate 
court for the state of Washington. The court is divided into three divisions. Division I is based in Seattle, 
Division II is based in Tacoma, and Division III is based in Spokane.  

• Washington State Supreme Court. The Washington Supreme Court is the highest court in the judiciary 
of the U.S. state of Washington. The court is composed of a chief justice and eight justices. Members of 
the court are elected to six-year terms.  

• Federal Ninth Circuit Court of Appeals. Headquartered in San Francisco, California, the United States 
Court of Appeals for the Ninth Circuit (in case citations, 9th Cir.) is a federal court of appeals that has 
appellate jurisdiction over the district courts in the western states, including Washington, Alaska, 
Arizona, California, Hawaii, Idaho, Montana, Nevada, and Oregon. 

• United States Supreme Court: The Supreme Court of the United States is the highest court in the 
federal judiciary of the United States of America.  

Washington Legal Updates 

The following training publications are authored by Washington State legal experts and available for additional 
caselaw review: 

• Legal Update for WA Law Enforcement authored by retired Assistant Attorney General, John Wasberg 
• Caselaw Update by WA Association of Prosecuting Attorneys 

Case Review 

The Washington State Judicial Opinions website provides free public access to the precedential, published 
appellate decisions from the Washington State Supreme Court and Court of Appeals. 

https://www.waspc.org/legal-update-for-washington-law-enforcement
https://waprosecutors.org/caselaw/
https://advance.lexis.com/container?config=00JABiZDFhYmU0My03MTRiLTQ1OTYtOGFjYi02Yjg0MWYzZTYzNGMKAFBvZENhdGFsb2f9AmKsL25rOJ32peBAlAS6&crid=dfb1271e-4410-4b3f-96dc-c967ba2033d0
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Summary of this Month’s Cases 

The cases presented this month include a number of issues of both personal and professional interest to law 
enforcement. The issues in the state cases include privacy under Washington’s Public Records Act (PRA), U visa 
immigration issues for crime victims and witnesses, and cell phone evidence obtained via search warrants in a 
criminal case. 

The one federal case involves civil rights liability for handling and examination of cell phone evidence. The case 
arose from a warrantless examination of cell phone evidence obtained from a fellow law enforcement agency. 
The two cell phone evidence cases in particular are well worth reading in their entirety considering the 
ubiquity of cell phone evidence in contemporary investigations of serious crimes. 

Case Menu 
• John Does v. Seattle Police Department, No. 102182-8, Washington Supreme Court (February 13, 2025) 
• State v. Bravo, No. 85030-0, Washington Court of Appeals, Division One (February 18, 2025) 
• State v. Tyson, No. 58888-9, Washington Court of Appeals, Division Two (February 25, 2025) 
• Olson v. County of Grant, No. 23-35365, Ninth Circuit Court of Appeals (February 10, 2025) 

General Disclaimer 
The case digests presented here are owned by the Washington State Criminal Justice Training Commission. 
They are created from published slip opinions1 and are general and may not apply to specific issues in specific 
cases or investigations. They are published as a research and training resource for law enforcement officers, 
investigators, detectives, supervisors, agencies, and other interested law enforcement-related parties.  

The digests do not constitute legal advice, nor does their publication create or imply an attorney client 
relationship with any law enforcement agency or officer or party. All law enforcement personnel, parties, and 
agencies must review the actual published case opinions and consult their agencies’ legal advisors, union 
counsel, and local prosecutors for specific guidance on the application of the opinions to specific issues in 
specific cases or investigations. 

Questions? 
Please contact your training officer if you want this training assigned to you. Visit the ACADIS portal page for 
status, news and resources for organizations, officers and training managers news, updates, and links. 

Note: You may see Id at the end of some paragraphs in this LED. It is used to refer to the 
immediately preceding citation.  

 
1 Slip opinions are frequently revised after initial publication and after the creation of these case digests. In any specific case or 
investigation, it is necessary to review the final version of the opinion published by the Washington State Judicial Opinions 
website. 
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John Does v. Seattle Police Department, No. 102182-8, Washington Supreme Court (February 
13, 2025) 

Factual Background 

This case came before the court on an appeal from a lawsuit filed in 2021 by 
several Seattle Police Officers. The lawsuit sought to prevent disclosure, 
pursuant to the Public Records Act (PRA), of investigative records (including 
the identities of the officers) from an internal investigation by the Seattle 
Police Department (SPD). The SPD investigation was conducted after the 
department learned that two of its officers had posted images of themselves 
attending a January 6, 2021, Washington DC rally on the Washington mall 
organized by then President Donald Trump. The department was prompted to 
investigate whether any SPD officers had violated any laws or department 
policies by their actions on January 6, 2021. 

Washington’s PRA broadly mandates disclosure of public records including 
police department records in response to public records requests. The broad 
disclosure mandate has the potential to conflict with the personal privacy 
interests of law enforcement officers and other public employees. The 
involved officers in this case received notice that the SPD and the Office of 
Public Accountability (OPA) had received PRA requests for records related to 
the January 6 investigation, and that the departments intended to comply with 
the requested disclosures. The involved officers responded by filing the 
lawsuit, which included a request for an injunction to stop the disclosure. 

The court began its discussion of the facts by summarizing the events 
surrounding the January 6 rally. It drew upon both official federal 
investigation records and news media accounts, and stated, “Trump 
encouraged everyone at the rally to march to the Capitol building to confront 
Congress. . . Thousands of demonstrators did so. . . Though they first gathered 
in front of fenced off areas following the rally, a group of demonstrators soon 
breached the outermost barriers to the Capitol grounds and, over the next few 
hours, broke into the Capitol building in an increasingly violent mob that law 
enforcement declared a ‘riot.’ ” John Does Slip Opinion, pp. 5-6 
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After describing the events following the January 6 rally, the court turned to 
the claims of the involved officers. The court noted that the two officers who 
had posted images of themselves, and four additional officers who self-
reported were the original plaintiffs. Together they sued anonymously as John 
Does 1-6. In the trial court the officers immediately requested a temporary 
injunctive relief. They sought a temporary restraining order (TRO), which was 
granted, and a preliminary injunction, which was denied. The trial court 
however kept the TRO in effect pending an appeal. 

The court characterized the claims of the officers as alleged violations of 
privacy and constitutional rights. “[T]he officers alleged the requested records 
fall under PRA exemptions for investigative records or private personal 
information of public employees. . . They also asserted disclosure would 
violate their constitutional rights because the records relate to 
constitutionally protected activities under the First Amendment.” The court 
did not include a detailed description of the records, nor how the information 
in the records was obtained by the SPD and OPA investigators. 

The procedural history of the case included two petitions for review in the 
Supreme Court. The first was from an appeal after the trial court had denied 
the preliminary injunction. That review was dismissed because the SPD and 
OPA reports and disciplinary decisions were issued before the appeal was 
heard. The SPD and OPA decisions resulted in findings of not sustained as to 
four officers. It had not been proved that they had gone to the Capitol after the 
rally on the mall. The findings included that the allegations concerning three 
officers were “unfounded” because they had not gone to the Capitol. As to the 
fourth officer, his finding was “inconclusive” because it was not shown that 
he had committed trespass. 

The decision as to two officers were that the allegations were sustained. 
“Those officers went to the Capitol after the rally and were caught on camera 
in restricted areas of the grounds, outside of the buildings. OPA concluded 
those officers violated the law, engaged in unprofessional behavior that 
undermined public trust in the SPD, and failed to report their misconduct of 
criminally trespassing.” John Does Slip Opinion, p. 10 

The first appeal was dismissed by the Supreme Court. The court determined 
that it was moot in light of the final reports issued by SPD and OPA. The 
reports’ “findings were all made public in OPA’s closed case summary in June 
2021, while the officers’ first appeal in Does I was pending. This court 
determined review of the first denied preliminary injunction was moot in light 
of the changed circumstances of the release of the OPA report.” John Does Slip 
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Opinion, p. 11. The dismissal of the appeal led to the case being remanded to the 
trial court. Proceedings in that court led to the second petition for review by 
the Supreme Court. 

In the trial court the officers again moved for a preliminary injunction. The 
PRA requestor plaintiffs also brought a motion, which was to prevent the 
officers from litigating the case anonymously using the John Doe 
pseudonyms, and to file exhibits in the court file that included the identities of 
the officers. The trial court denied both motions and as a result both the 
officers and the plaintiffs appealed. 

The second appeal was first heard by the Court of Appeals. It sided with the 
officers and issued a published opinion in June 2023. See John Doe I v. Seattle 
Police Department(opens in a new tab). The opinion is worth reading but not 
because it represents current legal standards. It is worth reading for additional 
insight concerning the scope of the Supreme Court’s decision in this case. 
Included in the Court of Appeals opinion, but not included in the Supreme 
Court opinion, was this detail concerning the officers’ claims: 

The Does are current or former SPD officers who attended former 
President Donald Trump's “Stop the Steal” political rally on January 6, 
2021, in Washington, DC. Upon returning to Washington State, the Does 
received complaints from SPD's Office of Police Accountability (OPA) 
alleging that they might have violated the law or SPD policies during 
their attendance at the rally. 

The Does thereafter submitted to OPA interviews in which they were 
“ordered to answer all questions asked, truthfully and completely,” and 
informed that “failure to do so may result in discipline up to and 
including termination.” In addition to inquiring regarding the Does' 
whereabouts and activities on January 6, the OPA also inquired regarding 
their political beliefs and associations, including whether they attended 
the rally “to articulate [their] political views,” whether they were 
“affiliated with any political groups,” and “[their] impressions of, and 
reactions to, the content of the Rally.” Because the Does were under 
standing orders to do so, they answered these questions “truthfully and 
as completely as possible.” John Doe I v. Seattle Police Department, 8-9 

Also included in the court of appeals opinion is a detailed discussion of U.S. 
Supreme Court jurisprudence concerning First Amendment and Fifth 
Amendments rights of public employees, including law enforcement officers. 
In the opening paragraph the court stated, “There are rights of constitutional 

https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=27ebce71-7ff5-4e6d-be83-2100ddfcb894&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A68JK-6JP1-JNY7-X3BR-00008-00&pdcontentcomponentid=506038&pdteaserkey=sr0&pditab=allpods&ecomp=6s65kkk&earg=sr0&prid=7ce66d44-ec84-4c1c-989b-7a1d9549e3bb
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=27ebce71-7ff5-4e6d-be83-2100ddfcb894&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A68JK-6JP1-JNY7-X3BR-00008-00&pdcontentcomponentid=506038&pdteaserkey=sr0&pditab=allpods&ecomp=6s65kkk&earg=sr0&prid=7ce66d44-ec84-4c1c-989b-7a1d9549e3bb
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stature whose exercise a State may not condition by the exaction of a 
price.” Garrity v. New Jersey, 385 U.S. 493(1967)(opens in a new tab). . . Among 
these are the rights guaranteed by the First Amendment to our federal 
constitution. Garrity, 385 U.S. at 500. Police officers ‘are not relegated to a 
watered-down version of [such] rights.’ ” Garrity, 385 U.S. at 500 

The second Supreme Court petition for review sought to overturn the court of 
appeals decision as to the preliminary injunction and the use of pseudonyms. 
The Supreme Court’s analysis differed markedly from the analysis of the Court 
of Appeals. 

Analysis of the Court 

The Supreme Court began its analysis of the PRA issues with review of the 
legal standards that apply in such cases. It noted that the requested 
preliminary injunction did not seek to prevent disclosure of the records, only 
that they be redacted. “They do not seek to prevent the disclosure of the public 
records in their entirety; they argue only that their identities and personally 
identifying information should be redacted. This case remains in a preliminary 
stage, and the requested records have not yet been made part of the case file or 
been reviewed in camera by any court.” John Does Slip Opinion, p.15 

The overarching policy is that disclosure of public records is generally 
required. “The provisions of the PRA ‘shall be liberally construed and its 
exemptions narrowly construed’ to promote the policy of free and open 
examination of public records.” John Does Slip Opinion, p.16. This policy leads 
inevitably to the requirement that when public employers receive PRA 
requests, they “shall make available for public inspection and copying all 
public records, unless the record falls within” a specific exemption under the 
PRA “or other statute which exempts or prohibits disclosure of specific 
information or records.” Id. The court also noted that the parties on both sides 
of the litigation agreed that the records in question from the January 6 rally 
were public records subject to the general policy of disclosure. 

The general requirement of disclosure is ameliorated by exemptions. “A court 
may enjoin examination of a specific exempt record if ‘such examination 
would clearly not be in the public interest and would substantially and 
irreparably damage any person, or would substantially and irreparably 
damage vital governmental functions.’ ” John Does Slip Opinion, 
p.17. Furthermore, “Obtaining an injunction under RCW 42.56.540(opens in a 
new tab) requires two steps: “First, the court must determine whether the 

https://tile.loc.gov/storage-services/service/ll/usrep/usrep385/usrep385493/usrep385493.pdf
https://app.leg.wa.gov/rcw/default.aspx?cite=42.56.540
https://app.leg.wa.gov/rcw/default.aspx?cite=42.56.540
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records are exempt under the PRA or an ‘other statute’ that provides an 
exemption in the individual case. Second, it must determine whether the PRA 
injunction standard is met.” Id. 

Having articulated the standards to be applied the court turned its analysis to 
each of the two steps. As to the first step, the court considered whether the 
PRA itself included an exemption for privacy in personal information. The 
court concluded that it did not in this case. The court applied a four part test: 
“Stated differently, to determine whether public records fall under this 
exemption, courts must ask a series of four questions: First, do the records 
contain personal information? Second, if so, do the subjects of the records 
have a right to privacy in that information? Third, if so, would disclosure be 
highly offensive to a reasonable person? And fourth, is disclosure not of 
legitimate concern to the public? The records are exempt only if the answer to 
all four questions is ‘yes.’ ” John Does Slip Opinion, p. 24. The court held that the 
officers could not claim an exemption under the PRA because they did not have 
a personal privacy right in their attendance at “a highly public event (the 
second question).” Id. 

The court elaborated on its conclusion that the officers could not claim a 
personal privacy right. It cited non-constitutional tort law which limits such a 
right to “only to the intimate details of one’s personal and private life.” John 
Does Slip Opinion, p. 26. The court observed that the officers attended a public 
rally without concealing their identities. It follows that this case is 
distinguishable from circumstances where sexual preference or embarrassing 
medical information is at stake. The lack of any attempt to conceal their 
identities weighed against finding that the SPD and OPA records contained 
information that would transgress a personal privacy right. 

The officers cited a prior case involving investigation of public school 
teachers. See Bellevue John Does 1-11 v. Bellevue Sch. Dist. No. 405, 164 Wn.2d 199 
(2008).(opens in a new tab) In that case the records of the investigation were 
held to be private and exempt. The court distinguished the Bellevue John 
Does case by pointing out, “But that decision reached a narrower holding than 
what the officers urge: ‘the identities of public school teachers who are 
subjects of unsubstantiated allegations of sexual misconduct are exempt from 
disclosure’ under the PRA.” John Does Slip Opinion, p. 30. Furthermore, the 
court cited another of its prior decision and stated, “On the other hand, ‘a law 
enforcement officer’s actions while performing [their] public duties or 
improper off duty actions in public which bear upon [their] ability to perform 
[their] public office do not fall within the activities to be protected’ by the 
PRA’s right to privacy.” Id.  

https://advance.lexis.com/documentpage?pdmfid=1000516&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A4T43-HC50-TXFX-Y27V-00008-00&pdcontentcomponentid=506039&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&ecomp=6sm_k&earg=sr1&prid=749b2943-4181-44a9-a792-cb4c7eb59f7b&crid=f13838ed-2239-4c79-b563-2d6c1ff48306
https://advance.lexis.com/documentpage?pdmfid=1000516&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A4T43-HC50-TXFX-Y27V-00008-00&pdcontentcomponentid=506039&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&ecomp=6sm_k&earg=sr1&prid=749b2943-4181-44a9-a792-cb4c7eb59f7b&crid=f13838ed-2239-4c79-b563-2d6c1ff48306
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The court concluded its analysis of the personal privacy right exemption under 
the PRA by reiterating that actions done in public without concealment are not 
the kinds of personal and private life details covered by the PRA personal 
privacy right exemption. The court then turned to the constitutional privacy 
exemption claim. 

The court agreed with the officers insofar as they asserted that a 
constitutional violation can serve as an exemption under the PRA’s catchall 
other statutes provision. They asserted that they had a First Amendment right 
to attend a political rally anonymously and that disclosure of their identities 
would infringe that right. 

The court responded to that argument: 

This is not a case about whether public employees had a right to attend a 
rally in Washington, DC. This is not a case involving government action 
conditioning or prohibiting exercise of such a right: the officers were not 
prohibited from attending a political rally. Indeed, their public employer 
concluded that absent any illegal conduct, the officers had a right to 
attend the rally and doing so would not be grounds for adverse 
employment action. Though no one disputes the officers could engage in 
political expression and attend the rally, it does not necessarily follow 
that the fact of their attendance at such an event is private under the 
First Amendment. John Does Slip Opinion, p.35 

Having reviewed the officers exemption claims from both a statutory PRA and 
constitutional First Amendment perspective, the court held that the SPD and 
OPA records could not be withheld as exempt. The court therefore concluded 
that the trial court had ruled correctly in denying the preliminary injunction 
and that the court of appeals had erred by concluding that an alleged First 
Amendment violation exempted the records. 

The court also resolved the pseudonym issue. The plaintiff PRA requestors had 
brought a motion to require the officers to be named in the caption of the PRA 
lawsuit. The court applied open courtroom standards to resolve that issue. 
“The use of pseudonyms must satisfy the five-step framework … [which] 
requires the court to (1) identify the need to seal court records, (2) allow 
anyone present in the courtroom an opportunity to object, (3) determine 
whether the requested method is the least restrictive means of protecting the 
interests threatened, (4) weigh the competing interests and consider 
alternative methods, and (5) issue an order no broader than necessary.” John 
Does Slip Opinion, p.38 
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The court quickly disposed of the officers’ argument in the pseudonym issue. 
The court determined that since it had concluded that the PRA and 
constitutional exemptions did not apply, it followed that “the officers have 
not shown they likely have a privacy interest in their identities within these 
public records of their participation in public events.” John Does Slip Opinion, 
p.40 

The decision in this case was not unanimous. There were two separate 
concurring and dissenting opinions by four justices. In one opinion, two 
justices agreed that the trial court had properly denied the preliminary 
injunction but that on remand the trial court would be entitled to re-examine 
that issue. Those same two justices dissented and were of the opinion that the 
trial court should also be able to re-examine the pseudonym issue. 

The second separate opinion likewise both concurred and dissented. Those 
two justices were less dismissive of the officers’ constitutional arguments: 
“[B]oth the United States Constitution (which the Does 1 argued) and the 
Washington Constitution (which they did not argue) provide broad protection 
of privacy rights and that neither the United States Supreme Court nor this 
court has ever ruled that its constitution’s protection of the right to privacy 
must be interpreted ‘narrowly.’ ” John Does Slip Opinion, (Justice Gordon 
McClound concurring in part and dissenting in part) p. 2. However, the two 
justices also agreed that the officer’s participation in a public rally served to 
defeat their claims of a personal privacy right exemption. They also agreed 
with the other two dissenting/concurring justices that the trial court should be 
allowed to re-examine the pseudonym issue in light of current circumstances. 

Training Takeaway 

The primary takeaway from this case is a cautionary comment. Law 
enforcement officers and agencies are no doubt keenly aware of Washington’s 
Public Records Act (PRA). The Supreme Court’s decision in this case illustrates 
that disclosure of public records for the asking is the norm and exemptions are 
few and narrowly construed. 

Public records can include law enforcement employment, internal 
investigation, and disciplinary records. Such records can in turn include 
sensitive identifying information and other private information that the PRA 
allows to be accessed by anyone no matter what their purpose may be. In light 
of this case, no one in law enforcement should assert or assume that such 
records can be kept confidential. 
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It is also noteworthy that the Supreme Court devoted little of its analysis to 
examination of the unique security concerns and constitutional rights issues 
that apply to law enforcement officers. Daily interaction with individuals who 
may to one extent or another have criminal intent is a reality for officers, 
detectives, and investigators. That reality suggests another takeaway from 
this case, namely that it may not support an exemption from PRA disclosure. 

EXTERNAL LINK: View the Court Document 

https://www.courts.wa.gov/opinions/pdf/1021828.opn.pdf
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State v. Bravo, No. 85030-0, Washington Court of Appeals, Division One (February 18, 2025) 

Factual Background 

Immigration issues attached to crime victims and witnesses are not 
uncommon. This case involves admissibility of evidence from a U visa for a 
victim and witness in a child sex abuse case. The issue came before the court in 
an appeal from a conviction for first degree child rape. 

A U visa is a federal immigration program for individuals alleged to have 
committed immigration violations. In a recent Washington Supreme Court 
case the court described the gist of a U visa as follows: “A U visa grants 
temporary legal resident status to a person who is the victim of a qualifying 
crime and who helps law enforcement investigate or prosecute that 
crime.” See State v. Romero-Ochoa, 193 Wn. 2d 341(2019)(opens in a new 
tab)  Among the procedural requirements is a certification by law enforcement 
or a prosecution authority that the U visa applicant has satisfied necessary 
assistance requirements. The facts reported by the court in this case did not 
include the details of the U visas at issue with the two witnesses, including 
whether and who had provided certification. 

The alleged victim of the child sexual abuse was eight years old at the time of 
the first occurrence of the abuse. She was living with the defendant at the time. 
The defendant and her mother subsequently married but at the time of the 
first incidents of abuse the mother was living in Mexico and the victim with 
the defendant in the United States. 

The mother had facilitated her daughter, the eight year old victim, emigrating 
to the United States by herself. Arrangements were made for the defendant to 
pick up the victim in California and thereafter arrange for the two of them to 
live with the defendant’s aunt and uncle in Washington. The victim disclosed 
or attempted to disclose that the defendant had sexually abused her a few 
nights after her arrival in the United States after she was in the defendant’s 
custody. 

https://advance.lexis.com/documentpage?pdmfid=1000516&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5W48-9X31-JC5P-G4FR-00008-00&pdcontentcomponentid=506039&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&ecomp=6sm_k&earg=sr1&prid=8fa9d26f-9566-4c95-82f4-d2ac0ae9058d&crid=0fb18054-adbb-4873-90ad-9cf01e0efd96
https://advance.lexis.com/documentpage?pdmfid=1000516&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5W48-9X31-JC5P-G4FR-00008-00&pdcontentcomponentid=506039&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&ecomp=6sm_k&earg=sr1&prid=8fa9d26f-9566-4c95-82f4-d2ac0ae9058d&crid=0fb18054-adbb-4873-90ad-9cf01e0efd96
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The first disclosure was to the victim’s mother. The victim attempted the 
disclosure via text message to her mother in Mexico. In her testimony at trial, 
the victim testified about the text message. “M.H. testified that she texted her 
mom asking, ‘is it okay for Gildardo to put his thing in my little thing.’ Her 
mom did not respond to the text message. M.H. testified that in the morning 
after she sent the text, she did not know where her phone went. Sometime 
later, M.H. testified that Bravo found her phone and gave it back to her, but her 
phone was wiped clean.” Bravo Slip Opinion, p. 2 

The defendant also testified about the text message and confirmed that the 
victim had written it. “Bravo testified about the text message stating, ‘I saw a 
text message on [her phone] that was not sent . . . [the text message] said 
something about like; mom is [it] okay if he puts his things on me, something 
like that.’ Bravo explained that after he saw the message, he called Lopez and 
said that he no longer felt comfortable having M.H. around him anymore 
because of what he had seen in the message. Bravo testified that he told Lopez 
he wanted to give her M.H. so that she could have her checked at a clinic so 
there wouldn’t be any misunderstanding.” Id. 

The alleged sexual abuse continued after the text message disclosure. The 
victim lived with the defendant at an apartment. She stated that the same 
sexual abuse happened there. She continued living with the defendant for 
some time alone until her mother and sister emigrated. Her mother then 
entered into a relationship with the defendant and eventually married him. 
They moved to Illinois but in 2016 they separated. This was approximately five 
years after the first incident of allege sexual abuse and when the victim was 
approximately 13 years old. 

After the separation, the victim made her first disclosure to the authorities. 
She disclosed the sexual abuse to an Illinois child welfare investigator in 2016. 
The court’s opinion does not include details concerning the disclosure. It was 
said to be the result of a confidential tip. After the tip, the child welfare 
investigator interviewed both the victim and the defendant. The defendant 
denied the abuse. However, eventually a Washington criminal investigation 
was commenced in 2017 after a report to Everson Police Department. The 
report was from a YMCA advocate on behalf of the victim’s mother. 

The U visa issue was brought to the attention of the trial court in a pretrial 
motion. The issue came up during attorney interviews of the victim and 
witnesses. In the pretrial motion, the prosecution moved to exclude any 
reference to the U visa applications. The motion was granted without 
objection. However, during the trial the defense attorney re-argued the issue. 
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In the reargued motion the trial court was informed that the victim and other 
family members had disclosed during their interviews that they were in the 
process of applying for U visas. 

After hearing further argument from the parties, the trial court allowed the 
defense limited inquiry into the victim’s knowledge of the U visa application at 
the time of the 2016 disclosure. The court continued the exclusion as to the 
victim’s sister, saying “whether [the victim’s sister] knew about a U visa 
process in 2016 does not go to [the victim’s] reporting bias when she spoke 
with [the child welfare investigator.]” Bravo Slip Opinion, p. 7 

The defendant was convicted at trial of one of three child sex abuse counts. He 
appealed and challenged the trial court’s rulings concerning the U visa issue. 

Analysis of the Court 

The basis of the defendant’s challenge to the U visa ruling was his 
constitutional right to present a defense and confront witnesses. Limitations 
on cross examination can transgress those rights. “Cross-examination 
designed to expose a witness’s bias has long been recognized as particularly 
important because it reveals a ‘witness’s motivation in testifying.” Bravo Slip 
Opinion, pp. 8-9 

The court began its analysis of the U visa issue by describing the test applied in 
cases challenging a cross examination ruling. “We apply a three-part test to 
determine whether the trial court exceeded its discretion by limiting cross-
examination: ‘(1) whether the excluded evidence was at least minimally 
relevant, (2) whether the evidence was so ‘prejudicial as to disrupt the fairness 
of the factfinding process’ at trial, and if so, (3) whether the State’s interest in 
excluding the prejudicial evidence outweighs the defendant’s need to present 
it.’ ” Bravo Slip Opinion, p. 9 

In its application of the three-part test, the court noted that the federal 
regulation concerning U visas were applicable. Those regulations included the 
requirements that the applicant must: 

(1) “possess specific facts regarding the criminal activity leading a 
certifying official to determine that the petitioner has, is, or is likely to 
provide assistance to the investigation or prosecution of the qualifying 
criminal activity,” and (2) [demonstrate that she is] “being helpful, or is 
likely to be helpful to a certifying agency in the investigation or 
prosecution of the qualifying criminal activity upon which his or her 
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petition is based, and since the initiation of cooperation, has not refused 
or failed to provide information and assistance reasonably requested. 
Bravo Slip Opinion, p.10 

Because the U visa is a benefit available to the witness in immigration 
proceedings, the court determined that it provides an incentive and therefore 
a bias favoring law enforcement and the prosecution. The court quoted a case 
from 2021 involving a restriction on cross examination of a confidential 
informant as to the importance to the defense of eliciting evidence of bias. “A 
witness’s bias is ‘always relevant as discrediting the witness and affecting the 
weight of [their] testimony.’ And ‘the more essential the witness is to the 
prosecution’s case, the more latitude the defense should be given to explore 
fundamental elements such as motive, bias, [or]credibility.’ ” Bravo Slip 
Opinion, p.10. See State v. Orn, 197 Wn.2d 343(2021)(opens in a new tab) 

The court also made note of a prior murder case in which a witnesses 
immigration status was excluded. The exclusion was held to be a 
constitutional violation and the murder conviction overturned. See State v. 
Carballo, 17 Wn.App.2d 337 (2021)(opens in a new tab) 

In light of Orn and Carballo, the court had little difficulty concluding a 
constitutional violation had occurred. The court analysis was: 

Both M.H. and L.H. stood to obtain a pathway to citizenship through 
their testimony and help to the prosecution. M.H. was a victim of a 
qualifying crime, and L.H. was a qualifying relative who could receive a U 
visa. There was no inquiry into the possible bias or interest from M.H. 
and L.H.’s testimony. Perhaps L.H. may have only testified in order to 
obtain a U visa. It is also possible that M.H. could have continued to help 
the prosecution from 2016 to the trial date solely for obtaining a U visa. It 
is also possible that M.H. could have been pressured by her family to 
continue to help the prosecution so that her family could have been able 
to obtain a U visa. None of these theories could be discovered. Bravo Slip 
Opinion, p.12 

Having articulated why the U visa issue was of importance, the court held that 
its exclusion was a constitutional violation. It overturned the conviction and 
remanded for possible re-trial. 

https://advance.lexis.com/documentpage?pdmfid=1000516&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A627J-SWP1-F65M-6339-00008-00&pdcontentcomponentid=506039&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&ecomp=6sm_k&earg=sr1&prid=718ae240-6405-43a5-b580-81eab55cd0db&crid=6837bcde-92ed-48fc-8a92-cfcf7011811c
https://advance.lexis.com/container/?pdmfid=1000516&crid=fff9ef12-a9b8-4ed9-9d64-4e70d9fa7f3f&pdsearchterms=17+Wn.+App.+2d+337&pdstartin=hlct%3A1%3A1&pdcaseshlctselectedbyuser=false&pdtypeofsearch=searchboxclick&pdsearchtype=SearchBox&pdqttype=and&pdsf=&pdquerytemplateid=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA%2520Courts&pdsourcetype=all&pdparentqt=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA+Courts&config=00JABjNzNiNmI0Yi03M2I5LTRhZjAtOTkyNi1lNmZlYTA4NzIxY2IKAFBvZENhdGFsb2eb9o8Buc83BjKkJV0MpL27&ecomp=65159kk&earg=pdsf&prid=e3d9c5a0-f7e1-43e8-b768-9a20f45b2f5d
https://advance.lexis.com/container/?pdmfid=1000516&crid=fff9ef12-a9b8-4ed9-9d64-4e70d9fa7f3f&pdsearchterms=17+Wn.+App.+2d+337&pdstartin=hlct%3A1%3A1&pdcaseshlctselectedbyuser=false&pdtypeofsearch=searchboxclick&pdsearchtype=SearchBox&pdqttype=and&pdsf=&pdquerytemplateid=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA%2520Courts&pdsourcetype=all&pdparentqt=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA+Courts&config=00JABjNzNiNmI0Yi03M2I5LTRhZjAtOTkyNi1lNmZlYTA4NzIxY2IKAFBvZENhdGFsb2eb9o8Buc83BjKkJV0MpL27&ecomp=65159kk&earg=pdsf&prid=e3d9c5a0-f7e1-43e8-b768-9a20f45b2f5d
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Training Takeaway 

The court’s analysis included questioning as to how and to what extent the U 
visa provided an incentive for the victim and her sister to cooperate with the 
state. That leads to the important takeaway from this case. Law enforcement 
officers are not responsible for admissibility of evidence at trial, only for 
gathering the evidence during the investigation. 

Had the prosecution not made the motion to exclude the U visa evidence in 
this case, the right to defend issue would not have been available to the 
defendant on appeal. However, the documenting of evidence concerning the U 
visa and the victim family’s immigration situation might have shown that the 
U visa had nothing to do with the disclosure of sexual abuse. 

While the U visa was thought by the court to have had the possibility of 
showing bias, it is also entirely possible that it was and is a red herring. After 
all the victim disclosed, or attempted to disclose, sexual abuse almost as soon 
as she emigrated. That fact was admitted by the defendant. Had the issue been 
explored openly, it is possible, or even likely, that the jury would have 
dismissed as preposterous that the U visa (which had not been applied for) was 
the reason the eight-year-old victim disclosed vaginal penetration rape by the 
defendant. The jury on remand may do so yet. 

EXTERNAL LINK: View the Court Document 

https://www.courts.wa.gov/opinions/pdf/850300.pdf
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State v. Tyson, No. 58888-9, Washington Court of Appeals, Division Two (February 25, 2025) 

Factual Background 

Search and seizure requirements for electronic evidence is a fast-developing 
area of criminal law. The requirements for search warrants for devices such as 
cell phones and computers have evolved and are important to stay up to date 
on. This case involves a warrantless seizure of a cell phone and subsequent 
searches of the cell phone along with a laptop computer and hard drive via 
three search warrants. The issues include issues arising both from the initial 
warrantless seizure of the cell phone and the validity of the subsequent search 
warrants. 

The case began as a result of an inadvertent disclosure of an image on the 
defendant’s cell phone to a Court Appointed Special Advocate (CASA) for two 
adoptive boys. The CASA worker was a citizen volunteer but also a mandatory 
reporter for suspected sexual abuse. The disclosure occurred when one of the 
boys was showing the CASA advocate images on the phone. The boy briefly 
scrolled over “a photo of a child pulling his shirt up and his pants down to 
expose his penis” on the defendant’s cell phone. This occurred at an adoption 
celebration for the boy by the defendant. 

The disclosure was reported to Child Protective Services (CPS) and CPS decided 
to remove the children from the defendant’s home. A deputy sheriff 
accompanied a CPS worker on the day of the removal. During the removal the 
CPS worker told the deputy that there had been a history of unfounded 
allegations of sexual abuse in the home, and about the observations of the 
CASA worker. The deputy accompanied the CPS worker into the home for the 
removal and observed the defendant’s cell phone on a table. He seized the 
phone and informed the defendant that he was taking possession of it pending 
a search warrant. In testimony he stated that he took custody of the phone in 
order to assure that evidence on it was not destroyed. 

The sexual abuse investigation included information from two witnesses, a 
friend of the defendant’s and his brother. Both reported that the defendant 
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asked them to hold or destroy electronic evidence. The defendant gave his 
laptop and a hard drive to the friend, but she reported the delivery to law 
enforcement. As a result, the investigation included a search warrant for the 
cell phone, the laptop, and the hard drive. 

The investigation included three successive search warrants. The first was for 
evidence of possession of depictions of minors engaged in sexually explicit 
conduct. The warrant affidavit included both the statutory definition of the 
crime and the statutory definition of sexually explicit conduct. These 
inclusions in the warrant affidavit proved crucial. During the search 
authorized by the first warrant, the investigators recovered hundreds of 
relevant images. These included explicit images of boys engaged in 
masturbation, oral sex, and anal sex. 

The investigation included two additional search warrants. “In October 2020, 
the warrant was rewritten to “comply with the court rulings in State v. 
McKee(opens in a new tab) [sic] and to comply with changes in the law.” Tyson 
Slip Opinion, p. 4.  The second warrant led to the recovery of more images. 
Included were images of the two adoptive boys with the defendant’s penis in 
their mouths. The investigators also submitted an addendum to the second 
warrant and expanded the crimes listed to include child rape. 

The defendant was charged with child molestation and possession of 
depictions of minors engaged in sexually explicit conduct. In the trial court the 
defendant challenged the lawfulness of search warrant evidence. His motion 
challenged the seizure of the cell phone by the sheriff’s deputy, and the 
validity of the first search warrant. He did not challenge directly the validity of 
the second and third warrants but argued that they were fruit of the poisonous 
tree because of the first warrant. 

The trial court denied the suppression motions. The defendant was convicted 
in a bench trial and sentenced. His direct appeal challenged the trial court’s 
suppression motion rulings. 

Analysis of the Court 
The court began with the search warrant issues and then turned to the 
warrantless seizure of the cell phone. The court noted that the defendant’s 
challenge to the validity of the warrants only challenged the validity of the 
first warrant. He did not preserve for appeal his direct challenges to the second 
and third warrants. As to the first warrant, the court held that the warrant 
information provided by identified citizen informants was reliable and the 
scope of the warrant was sufficiently particular. 

https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=2b9f5fdb-4f51-4ce1-af3e-5dba3ffd15a5&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5RYK-1YG1-F04M-B06F-00008-00&pdcontentcomponentid=506038&pdteaserkey=sr0&pditab=allpods&ecomp=6s65kkk&earg=sr0&prid=f3b24765-b69a-4cfe-9594-a0f864aa0e43
https://advance.lexis.com/documentpage/?pdmfid=1000516&crid=2b9f5fdb-4f51-4ce1-af3e-5dba3ffd15a5&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5RYK-1YG1-F04M-B06F-00008-00&pdcontentcomponentid=506038&pdteaserkey=sr0&pditab=allpods&ecomp=6s65kkk&earg=sr0&prid=f3b24765-b69a-4cfe-9594-a0f864aa0e43
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The informant/reliability and basis of knowledge issue is more commonly 
raised in informant-based drug cases. However, any information from a non-
law enforcement officer witness is said to be from an “informant,” even in 
non-drug cases. Search warrants based on informant information are 
reviewed under a particular framework. “Washington courts apply 
the Aguilar/Spinelli standard to evaluate whether an informant’s tip was 
sufficiently reliable to support probable cause for a search warrant… This 
standard’s two prong approach requires the court to evaluate the informant’s 
basis of knowledge and veracity.” Tyson Slip Opinion, p.8. See State v. 
Jackson, 102 Wn.2d 432(1984)(opens in a new tab) 

Compared to other types of informants, particularly drug informants, search 
warrant standards for identified citizen informants are somewhat less 
onerous. They are “deemed presumptively reliable” and the challenging 
defendant has the “burden of overcoming the presumption of 
reliability.” Tyson Slip Opinion, p. 8. Under these standards the court had little 
difficulty upholding the warrant. 

The court first pointed out that the CASA volunteer, the friend, and the brother 
all had personal knowledge of the information they had provided to the 
investigators. Personal knowledge means that they either saw what they saw 
or heard what they heard in person. Their personal knowledge therefore 
included the incriminating statements from the defendant. The personal 
knowledge satisfied the “basis of knowledge” requirement. 

Furthermore, as to veracity, they were presumed reliable because they were 
classified as identified citizen informants. Because the defendant did not 
present any evidence challenging their credibility (as he was unlikely to be 
able to do), the presumption of reliability served to satisfy the second prong of 
the Aguilar/Spinelli standard. 

The court held that the first warrant was valid even though it was based on 
informant information. The next challenge was to particularity. “Both the 
Fourth Amendment to the United States Constitution and article I, section 7 of 
the Washington Constitution require that a search warrant describe with 
particularity the place to be searched and the persons or things to be seized… 
The particularity requirement prevents general and overbroad 
searches.” Tyson Slip Opinion, p. 10. Insofar as electronic evidence is concerned, 
“a warrant to search electronic devices is sufficiently particular if it 
distinguishes between items the State has probable cause to seize and those it 
does not.” Tyson Slip Opinion, p. 11 

https://advance.lexis.com/container/?pdmfid=1000516&crid=0947b790-ca59-4fea-a81f-1106fa0b020e&pdsearchterms=102+wn.2d+432&pdstartin=hlct%3A1%3A1&pdcaseshlctselectedbyuser=false&pdtypeofsearch=searchboxclick&pdsearchtype=SearchBox&pdqttype=and&pdsf=&pdquerytemplateid=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA%2520Courts&pdsourcetype=all&pdparentqt=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA+Courts&config=00JABjNzNiNmI0Yi03M2I5LTRhZjAtOTkyNi1lNmZlYTA4NzIxY2IKAFBvZENhdGFsb2eb9o8Buc83BjKkJV0MpL27&ecomp=65159kk&earg=pdsf&prid=79aa1b6b-15c8-4564-969e-50eb8b857ec9
https://advance.lexis.com/container/?pdmfid=1000516&crid=0947b790-ca59-4fea-a81f-1106fa0b020e&pdsearchterms=102+wn.2d+432&pdstartin=hlct%3A1%3A1&pdcaseshlctselectedbyuser=false&pdtypeofsearch=searchboxclick&pdsearchtype=SearchBox&pdqttype=and&pdsf=&pdquerytemplateid=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA%2520Courts&pdsourcetype=all&pdparentqt=urn%3Aquerytemplate%3A9a92fc8e83b2afed5b012fd72a8eeac8%7E%5EWA+Courts&config=00JABjNzNiNmI0Yi03M2I5LTRhZjAtOTkyNi1lNmZlYTA4NzIxY2IKAFBvZENhdGFsb2eb9o8Buc83BjKkJV0MpL27&ecomp=65159kk&earg=pdsf&prid=79aa1b6b-15c8-4564-969e-50eb8b857ec9
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The court’s analysis of particularity highlighted the importance of including 
in a warrant affidavit the specifics of the crime or crimes being investigated. 
The warrant affiant had included the statutory definitions of the crimes and 
crucial terms included in the definitions of the crimes. It therefore followed 
that “These limitations sufficiently differentiate materials protected by the 
First Amendment, like adult pornography, from the items authorized to be 
seized. 

The warrant could not be more specific because the officers did not know 
where on these devices such evidence might be stored. Because the warrant 
limited the search to data for which there was probable cause and was as 
specific as possible with the information known to law enforcement at the 
time, the warrant met the particularity requirement.” Tyson Slip Opinion, p. 12. 
 After disposing of the search warrant challenges, the court turned to the 
seizure of the cell phone. The court applied a doctrine known as the 
independent source doctrine. That doctrine states, “that evidence that is 
tainted by unlawful governmental actions is not subject to suppression if it is 
obtained pursuant to a valid warrant or other lawful independent means. . . If 
the unlawful government action did not contribute to the magistrate’s 
decision to issue the warrant or the State’s decision to seek the warrant, then 
the evidence is admissible through the lawful warrant.” Tyson Slip Opinion, 
p.13-14 

The court applied the independent source doctrine to the alleged unlawful 
seizure of the cell phone. The court pointed out that it had held that the 
warrants were valid. It therefore also held that the independent source 
doctrine validated the seizure of the electronic evidence even if the seizure of 
the cell phone was improper. The court, however added that, it was assuming 
without deciding that the seizure of the phone was improper but the evidence 
obtained under the search warrants was nevertheless not subject to 
suppression. 

In the end the court upheld the trial judge’s rulings from the suppression 
motion and affirmed the defendant’s sex abuse convictions. 

Training Takeaway 
This case includes several issues that recur frequently in search warrant cases. 
It is worthwhile for officers to be aware that the standards for evaluating a 
search warrant based on identified citizen informants are treated differently 
than those based on criminal or paid or unidentified confidential informants 
of any kind. 
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For common sense reasons, information provided by a Court Appointed 
Special Advocate (CASA) volunteer, a brother, and a friend of the defendant is 
treated categorically different from information from a criminal informant 
seeking a leniency or another benefit for pending criminal charges. 

EXTERNAL LINK: View the Court Document 

https://www.courts.wa.gov/opinions/pdf/D2%2058888-9-II%20Published%20Opinion.pdf
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Disclaimer Concerning Federal Cases 
Federal cases should be reviewed by Washington law enforcement with caution. There are many 
issues of interest to Washington law enforcement, to include criminal procedure, search and 
seizure, application of evidence rules, and uses of force, and other constitutional issues, that are 
decided differently by Washington courts compared to their federal counterparts.  
All law enforcement personnel, parties, and agencies must review the actual published case 
opinions in these cases and consult their agencies’ legal advisors, union counsel, and local 
prosecutors for specific guidance on whether the application of federal cases should be applied to 
specific issues in specific cases or investigations. 

Olson v. County of Grant, No. 23-35365, Ninth Circuit Court of Appeals (February 10, 2025) 

Factual Background 

Liability for violations of constitutional rights is a frequent subject in use of 
force cases. But such liability is not confined to use of force cases. This case 
involves the sharing and examination of the content of a cell phone among 
agencies. It came before the court on an appeal from dismissal of a civil rights 
lawsuit brought by the plaintiff, an owner of a cell phone. 

The plaintiff was stopped in Idaho in 2019. During a brief investigation she 
provided written consent to a search and seize data on her cell phone. The 
Idaho law enforcement agency used a form from the Idaho State Police. The 
form warned, “In the event you do consent to such a search, any evidence 
found as a result of such search could be taken and used against you in 
Court.” Olson Slip Opinion, p. 7 

The plaintiff was charged with possession of marihuana in Idaho, but the 
charges were soon dismissed. Meanwhile the cell phone was imaged, and a 
copy of the extraction was retained as evidence. Authorities in Oregon became 
aware of the evidence from the cell phone. The sheriff of Grant County, Oregon 
tried first to get a copy of the evidence by request but was unsuccessful 
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because Idaho law enforcement refused the request. The sheriff then asked the 
county prosecutor to request the evidence from the Idaho prosecutor. This led 
to the Idaho Prosecutor providing the evidence to the Oregon prosecutor. 

The sheriff’s efforts were the result of concern that one of his deputies might 
have been involved in illegal activity with the plaintiff. The plaintiff owned a 
marihuana business in Oregon. The deputy’s card was found in the plaintiff’s 
vehicle in Idaho during the investigation. Regarding the cell phone extraction, 
several Oregon agencies declined to examine the extraction. As a result, the 
county prosecutor reviewed it himself. 

The prosecutor found no evidence of illegal activity by the suspect deputy. 
However, he saw images of a romantic and sexual nature exchanged between 
the deputy and the plaintiff. The prosecutor claimed that after his review he 
had deleted the extraction because of the sensitive nature of some of the 
information. The plaintiff disputed the truthfulness of that claim. Witnesses 
for the plaintiff were said to have heard gossip about the romantic and sexual 
images. Furthermore, witnesses had informed the plaintiff that they 
“observed a married couple—both themselves employees of the sheriff’s 
office—looking at nude photos of Olson on the husband’s phone.” Olson Slip 
Opinion, p. 9 

The plaintiff’s civil rights lawsuit was against the sheriff, the prosecutor, and 
Grant County, Oregon. The defendants brought a summary judgement motion, 
which was granted by the trial court. The Ninth Circuit’s opinion in this case is 
the product of its review of the dismissal of the claims. 

Analysis of the Court 

The Ninth Circuit resolved two issues of general interest to law enforcement. 
The issues arose from the Oregon prosecutor’s viewing of the extracted cell 
phone data from Idaho. The Ninth Circuit panel resolved (1) whether the 
prosecutor’s viewing constituted a Fourth Amendment violation, and (2) 
whether the violation was clearly established such that qualified immunity 
would not be available as a defense. 

As to the Fourth Amendment issue, the standards applied by the court were 
not unique to prosecutors. They were generally applicable standards 
applicable to criminal justice agencies and officials. The court quickly 
determined that review of the extracted content of the cell phone was a search 
under the Fourth Amendment. “A search of these devices ‘implicate[s] privacy 
concerns far beyond those implicated by the search of a cigarette pack, a 
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wallet, or a purse,’ because modern cell phones ‘could just as easily be called 
cameras, video players, rolodexes, calendars, tape recorders, libraries, diaries, 
albums, televisions, maps, or newspapers’… Given these weighty privacy 
interests, the Court held that ‘a warrant is generally required’ to search a cell 
phone, absent application of another exception to the warrant 
requirement.” Olson Slip Opinion, p. 12. These standards were derived from a 
2014 U.S. Supreme Court case that is well worth reading as to the necessity of a 
warrant for electronic or cell phone evidence. See Riley v. California, 573 U.S. 
373(2014)(opens in a new tab) 

To the casual observer, it might seem unlikely that a warrant would be 
required for a law enforcement official to look at electronic data already in law 
enforcement custody. The prosecutor defendant put forth that very argument, 
which the court promptly rejected. The fact that the cell phone extraction was 
already in law enforcement hands was, “a distinction without a difference. 
The privacy interests in the cell phone are precisely the same as those in an 
extraction, and treating the two differently would introduce a gaping loophole 
in Riley’s warrant requirement.” Olson Slip Opinion, p. 13 

The court also rejected that consent in Idaho was sufficient for the search in 
Oregon. The standard for valid consent applied by the Olson court was, “what 
would the typical reasonable person have understood by the exchange 
between the officer and the suspect?” Olson Slip Opinion, p. 14. Under this 
standard the court had no difficulty concluding, “it is clear that this consent 
form envisions a search of Olson’s phone by the Idaho State Police for 
evidence against her in criminal proceedings. We need not decide whether the 
use ‘in Court’ is restricted to Idaho, as the cell phone evidence was not used 
against Olson in any court, or even to explore charges against Olson.” Id. 

And finally, the court rejected application of the third-party doctrine. “The 
third-party doctrine generally holds that ‘a person has no legitimate 
expectation of privacy in information he voluntarily turns over to third 
parties.’… ‘[T]he Fourth Amendment does not prohibit the obtaining of 
information revealed to a third party and conveyed by him to Government 
authorities, even if the information is revealed on the assumption that it will 
be used only for a limited purpose.’ ” Olson Slip Opinion, p. 17 

The court rejected the application of the doctrine because it had not previously 
been applied to fellow law enforcement agencies as opposed to private entities. 

The court concluded that the prosecutor’s view of the cell phone extraction 
was a Fourth Amendment violation. But it also concluded that qualified 

https://www.supremecourt.gov/opinions/boundvolumes/573BV.pdf
https://www.supremecourt.gov/opinions/boundvolumes/573BV.pdf
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immunity applied. This was because until the decision in this case, it was not 
“clearly established” under federal law that a Fourth Amendment violation 
had occurred under these circumstances. The clearly established standard 
states, “A government official ‘violates clearly established law when, at the 
time of the challenged conduct, the contours of the right are sufficiently clear 
that every reasonable official would have understood that what he is doing 
violates that right.’ ” Olson Slip Opinion, p. 20 

The court noted that application of the standard to the prosecutor’s conduct 
left intact his qualified immunity defense. However, it also stated, “Because it 
is important to lay down a marker for future cases, we heed the Court’s call 
in Pearson to develop constitutional precedent and conclude that Carpenter’s 
search infringed on Olson’s Fourth Amendment rights… However, we affirm 
the district court’s decision to grant qualified immunity to Carpenter because 
the law was not clearly established at the time he undertook the search of 
Olson’s phone records.” Olson Slip Opinion, p. 22 

This part of the opinion is sufficient to put law enforcement on notice that 
future viewings of cell phone records, even if they are already in law 
enforcement custody or provided by a fellow law enforcement agency, are 
likely to be viewed as Fourth Amendment violations and subject to 
suppression in criminal cases and the basis of liability in civil rights cases. 

Training Takeaway 

The primary takeaway in this case is that law enforcement must obtain a 
warrant both to seize cell phone evidence, and to look at or analyze it. 

Electronic data is by its nature easily stored and transmissible. For these 
reasons it is also easily shared among investigators. But that should not 
encourage viewing of such evidence without a warrant. No officer or detective 
working a case, who obtains electronic evidence from another agency, should 
open and view or analyze the evidence without first obtaining a warrant. An 
application to a local judge must first be based on probable cause to believe 
that the electronic evidence is evidenced of a local crime or crimes under 
investigation. 

A second takeaway involves a future issue that may be inferred from the 
court’s decision. Cell phone evidence enjoys Fourth Amendment protection. 
Any misuse, especially sharing of explicit images for entertainment or other 
non-investigation reasons, could subject a law enforcement official or agency 
to liability. 
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The plaintiff in Olson did not prevail but a similar case in the future may not go 
quite the same way. Storage and access restrictions for collected cell phone 
data must reflect the seriousness with which such data is treated by the courts. 

EXTERNAL LINK: View the Court Document 

https://www.govinfo.gov/content/pkg/USCOURTS-ca9-23-35365/pdf/USCOURTS-ca9-23-35365-0.pdf
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