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This information is for REVIEW only. If you want to take this course for CREDIT toward your 24-hours of in-
service training, please contact your training officer. They will be able to assign this course in Acadis. 

Cases in the Law Enforcement Digest are briefly summarized, with emphasis placed on how the rulings may 
affect Washington law enforcement officers or influence future investigations and charges. Each cited case 
includes a hyperlink to the court's slip opinion for those who wish to read the court’s full opinion. Additionally, 
links to essential case law reviews and references from key Washington State prosecutors and law 
enforcement agencies have been provided. 

The materials contained in the LED Online Training are for training purposes. All officers should continue to 
consult with their department's legal advisor for guidance and policy as it relates to their particular agency. 

LED Author: James Schacht 

Each month's Law Enforcement Digest covers court rulings issued by some or all of the following courts:  

• Washington Courts of Appeals. The Washington Court of Appeals is the intermediate-level appellate 
court for the state of Washington. The court is divided into three divisions. Division I is based in Seattle, 
Division II is based in Tacoma, and Division III is based in Spokane.  

• Washington State Supreme Court. The Washington Supreme Court is the highest court in the judiciary 
of the U.S. state of Washington. The court is composed of a chief justice and eight justices. Members of 
the court are elected to six-year terms.  

• Federal Ninth Circuit Court of Appeals. Headquartered in San Francisco, California, the United States 
Court of Appeals for the Ninth Circuit (in case citations, 9th Cir.) is a federal court of appeals that has 
appellate jurisdiction over the district courts in the western states, including Washington, Alaska, 
Arizona, California, Hawaii, Idaho, Montana, Nevada, and Oregon. 

• United States Supreme Court: The Supreme Court of the United States is the highest court in the 
federal judiciary of the United States of America.  

📌📌Special Topics Update 
The annual updates to the Law Enforcement Legal Update Outline, Initiation of Contact Rules Under the Fifth 
Amendment, and Eyewitness Identification Procedures: Legal and Practical Aspects on the Law Enforcement 
Digest page of our website have been completed.  

Washington Legal Updates 
For further reading, the Caselaw Update is authored by WA Association of Prosecuting Attorneys 

Case Review 
The Washington State Judicial Opinions website provides free public access to the precedential, published 
appellate decisions from the Washington State Supreme Court and Court of Appeals. 

https://cjtc.wa.gov/resources/law-enforcement-digests
https://cjtc.wa.gov/resources/law-enforcement-digests
https://waprosecutors.org/caselaw/
https://advance.lexis.com/container?config=00JABiZDFhYmU0My03MTRiLTQ1OTYtOGFjYi02Yjg0MWYzZTYzNGMKAFBvZENhdGFsb2f9AmKsL25rOJ32peBAlAS6&crid=dfb1271e-4410-4b3f-96dc-c967ba2033d0
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Case Menu 

• State v. Buck. This case involves an issue related to charging, which is referred to as alternative means crimes. 
It is not an issue directly applicable to law enforcement, but it is worthwhile for training purposes for the sake 
of understanding the elements of interfering with the reporting of domestic violence. 

• State v. Lester. This is the third state court case this month. It is not a case likely to affect law enforcement 
very often, but it could. In gang cases and other cases involving trial attendance by advocacy groups and other 
supporters, it is not unusual for supporters or other interested parties to interfere with the trial. 

• Fuhr v. City of Seattle. This was an appeal from a summary judgement order of dismissal of an unlawful use of 
force fatal shooting case. The Ninth Circuit panel affirmed the dismissal and held that the officer was entitled 
to qualified immunity. 

• United States v. Johnsen. This case involves a challenge to a child pornography search warrant. The challenge 
was to probable cause and was based on the specifics of the digital information that tied child sex abuse 
images to the defendant. 

General Disclaimer 
The case digests presented here are owned by the Washington State Criminal Justice Training Commission. 
They are created from published slip opinions1 and are general and may not apply to specific issues in specific 
cases or investigations. They are published as a research and training resource for law enforcement officers, 
investigators, detectives, supervisors, agencies, and other interested law enforcement-related parties.  

The digests do not constitute legal advice, nor does their publication create or imply an attorney-client 
relationship with any law enforcement agency, officer, or party. All law enforcement personnel, parties, and 
agencies must review the published case opinions and consult their agencies’ legal advisors, union counsel, 
and local prosecutors for specific guidance on the application of the opinions to specific issues in specific cases 
or investigations. 

Important Citation Notes for Law Enforcement Digest 
You may see Id. at the end of some paragraphs in this LED. It is used to refer to the immediately preceding 
citation.  

In a citation to a slip opinion, the notation “internal quotation marks omitted” means that the quotation 
includes a phrase or sentence that was quoted from a previous case. The quotation marks are omitted to 
promote clarity and accuracy concerning the quotation. 

Questions? 

Please contact your training officer if you want this training assigned to you. Visit the ACADIS portal page for 
status, news, and resources for organizations, officers, and training managers: news, updates, and links. 

 
1 Slip opinions are frequently revised after initial publication and after the creation of these case digests. In any specific case or 
investigation, it is necessary to review the final version of the opinion published by the Washington State Judicial Opinions 
website. 
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State v. Buck, No. 104170-5, Washington Supreme Court (May 14, 2026) 

Factual Background 

The incident took place in 2021. It arose from an altercation between the 
defendant and the mother of two of his children. The court noted that the 
victim and the defendant lived in separate residences and that the defendant 
was convicted in the same case for failure to register as a sex offender. During 
this rather unfortunate family context, the defendant went to the residence 
where the victim was living. This was for the purpose of discussing a parenting 
plan. 

Violence erupted during the discussion. The defendant held the victim on a 
couch and dragged her by her legs across the floor. She told the defendant she 
would report the incident to law enforcement. In response, the defendant took 
her cell phone. With the defendant in possession of her cell phone, the victim 
told him that she was going to drive to the sheriff’s office and report the 
incident. The defendant told her to go ahead, but that he would not be there 
when she got back. 

The victim drove to the sheriff’s office and reported the incident. She also took 
herself to the ER for treatment of bruises and swelling. The defendant was 
eventually charged with interfering with the reporting of domestic violence 
and failure to register as a sex offender. He was convicted of both charges. He 
appealed. 

As to the interfering charge, he claimed that it was an alternative means 
crime. His argument was that the jury instructions did not sufficiently 
differentiate between the alternative means, which led to a possible non-
unanimous jury verdict. 

The jury instruction at issue was compiled from the language in the statute. 
The court quoted the “to-convict,” or elements instruction as follows: “(3) 
That the defendant prevented or attempted to prevent [A.H.] from calling 911 
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emergency communication system, or obtaining medical assistance, or 
making a report to any law enforcement officer.” Buck Slip Opinion, p. 2. 

The defendant’s appeal went first to the Court of Appeals. That court upheld 
his conviction. In its analysis the Court of Appeals discussed and rejected an 
earlier case from another division that explicitly held that the interfering 
statute was an alternative means crime. 

The Supreme Court accepted review to resolve the conflict between the two 
divisions of the Court of Appeals. 

Analysis of the Court 

The court began its analysis by articulating a definition of just what an 
alternative means crime is. This is a matter of statutory interpretation. The 
court stated, “Alternative means crimes are offenses in which the proscribed 
criminal conduct may be proved in multiple ways.” Buck Slip Opinion p.3 
(internal quotation marks omitted). This is a deceptively simple definition, but 
as the court states in its analysis, the focus is on the “criminal conduct” of the 
defendant. 

The text of the interfering statute at first glance might indicate that the 
offense “may be proved in multiple ways". The court quoted the statute, RCW 
9A.36.150 and added emphasis to the key subsection: a person commits the 
crime if they prevent or attempt “to prevent the victim of or a witness to that 
domestic violence crime from calling a 911 emergency communication system, 
obtaining medical assistance, or making a report to any law enforcement official.” 
Buck Slip Opinion p. 4 (italics added by the court). 

The court noted that in the past it had relied upon a four-factor test to assist in 
the analysis. However, the court deemphasized that test because it did not 
work well with this crime. The court also discussed prior cases from the courts 
of appeals. A case from Division One had held that the interfering statute is an 
alternative means crime. See State v. Nonog, 145 Wn. App. 802 (2008). And in 
this case Division Three disagreed directly with the analysis in Nonog. 

The Supreme Court sided with Division Three in the disagreement. “Division 
Three stated that [the] prohibited conduct is the defendant preventing (or 
attempting to prevent) a victim or witness from reporting domestic violence, 
and the statutory provision contained no nuances in the criminal conduct that 
differ based on how a report is made.” Buck Slip Opinion, p. 7. Thus, the 
alternative actions of a DV victim, such as calling 911, or obtaining medical 

https://app.leg.wa.gov/rcw/default.aspx?cite=9A.36.150
https://app.leg.wa.gov/rcw/default.aspx?cite=9A.36.150
https://advance.lexis.com/documentpage?pdmfid=1000516&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A4T0K-H570-TX4N-G037-00008-00&pdcontentcomponentid=506038&config=00JABhZjY0ZmI3Ny04MzkwLTRlMzAtYjllNC03MzdlOTgyYTY2MDEKAFBvZENhdGFsb2eA00v3ycmKG7ve38pfdpvF&ecomp=6sm_k&earg=sr1&prid=11ab468d-9f03-4fa9-b26e-61046f72c1c5&crid=143171d5-f1db-4166-b428-9e29d27f854c
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assistance, or reporting to law enforcement, were not alternative actions of 
the defendant. It is the defendant’s single action of preventing a victim from 
reporting that is illegal. 

One reason that alternative crime analysis matters is jury unanimity. In a true 
alternative means crime, several actions of a defendant might be the basis for 
guilt. In such cases, a general jury verdict could be reached with, for instance, 
six jurors voting for guilt for one alternative act of the defendant, and six 
voting for a different alternative. In such cases, the jury instructions must be 
written so as to assure that all twelve jurors voted for the same alternative. 

In this case, there could not be jury unanimity issue. If the defendant 
interfered with reporting, he would be guilty, even if some jurors believed that 
he had interfered with reporting to law enforcement, and some believed he 
had interfered with medical treatment. The court’s focus on the defendant’s 
conduct meant that interference with any of the three actions a victim might 
do to protect herself was sufficient for guilt. 

Training Takeaway 

This was a unanimous decision from the Supreme Court. For law enforcement 
officers, most issues of alternative means crimes and jury unanimity are not 
directly applicable to investigations. However, it is always worthwhile to be 
aware of the elements of the crimes for which an arrest is made. Explicit 
reference to any possible statutory alternatives can avoid confusion or 
misunderstanding about the precise criminal conduct at issue and therefor the 
specific crime the defendant committed. 

EXTERNAL LINK: View the Court Document 

https://www.courts.wa.gov/opinions/pdf/1041705.pdf
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State v. Lester, No. 88956-7, Washington Court of Appeals, Division One (May 18, 2026) 

Factual Background 

The case came before the court from a report and confession of child sexual 
abuse. The victims were the children of a woman to whom the defendant was 
married. The children were from previous relationships, but the defendant 
became a father figure to both children. One of the children reported to his 
mother that the defendant had had sexual contact with the boy’s penis. The 
boy’s sister also disclosed sexual contact by the defendant. 

The first disclosures to the mother occurred in 2018. The mother immediately 
separated from the defendant but did not report the sexual assaults to law 
enforcement. A year and a half after the first disclosure, she began a relationship 
with another man. She told her new boyfriend about the disclosures. The new 
boyfriend subsequently served the defendant with the mother’s divorce papers. 
The new boyfriend also delivered an ultimatum to the defendant; he told the 
defendant that he needed to turn himself in or they would. 

The defendant did turn himself in. This occurred on July 12, 2019. He also 
confessed to the sexual assaults to law enforcement. He was subsequently 
charged with child rape, child molestation, and incest. The case came to trial in 
2023. The defendant waived jury and consented to a bench trial. He was found 
guilty on all counts in November 2023. However, before sentencing, a trial 
irregularity came to light. 

The irregularity was an allegation that there had been signs or signaling or 
coaching of the child victims during the trial by members of an advocacy group. 
The allegation was disclosed to the defendant, not by the judge or staff who 
presided over the trial, but by another judge from the same county. The 
allegation included that someone from the advocacy group was with the children 
as they made their way to the courtroom for the trial. The advocacy worker or 
workers allegedly went over signals that the children could look for during their 
testimony. 
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The information was brought to the attention of the trial judge during the bench 
trial. He did not share the information with either the prosecution or the defense. 
Instead, he kept a watchful eye on the participants and observers during the trial 
and saw no indication of any coaching or communication between the observers 
and the child witnesses. As to why there was no sharing of the information with 
the parties, the judge indicated that he forgot about the matter. 

The defendant filed post-trial motions related to the failure to share the 
information with the parties. The court held a hearing that included testimony 
from the advocacy group. The hearing was before a different judge. The advocacy 
group denied any improper action or coaching and the judge overseeing the 
evidentiary hearing found that no coaching had occurred. 

With the finding that no coaching had occurred, the original trial judge 
proceeded with sentencing. The defendant appealed and sought a new trial. 

Analysis of the Court 

Trial irregularities have the potential to violate the appearance of fairness 
doctrine. The doctrine states that a judge must both be impartial and appear to 
be impartial. As to actual impartiality, a judge’s impartiality can be questioned 
when the judge has a personal bias toward a party or a party’s lawyer. In 
addition, a judicial cannon provides: “[I]f a judge inadvertently receives an 
unauthorized ex parte communication bearing upon the substance of a matter, 
the judge shall make provision promptly to notify the parties of the substance of 
the communication and provide the parties with an opportunity to respond.” 
Lester Slip Opinion, p.5. 

The test for appearance of fairness is an objective observer test, which is 
similar in some respects to the objective observer standard that applies to GR 37 
questions. The test provides, “A judicial proceeding satisfies the appearance of 
fairness doctrine if a reasonably prudent and disinterested person would 
conclude that all parties received a fair, impartial, and neutral hearing… The 
test for determining whether the judge’s impartiality might reasonably be 
questioned is an objective test that assumes that a reasonable person knows and 
understands all the relevant facts.” Lester Slip Opinion, p. 6 (citations and internal 
quotation marks omitted). 

The court applied the objective observer test to the coaching allegation. The 
court did not find fault with the finding of the hearing judge that no coaching 
had occurred. But it concluded that the way the irregularity was handled 
violated the appearance of fairness doctrine. 
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One reason the doctrine was violated was that the failure to disclose and hold 
a hearing during the trial deprived the defendant of the ability to investigate 
and use the allegation to his advantage through cross-examination or 
otherwise. 

Another reason involved inferences from the trial judge’s comments about 
the advocacy group. The comments indicated possible bias in favor of the 
advocacy group. “An objective observer could conclude that the trial court 
received ex parte information bearing on witness testimony, assumed New 
Hope’s neutrality, and then kept the allegation to itself while serving as the 
fact finder. Lester does not need to prove the trial court’s actions were 
malicious or that there was actual bias; instead, it is sufficient if there is an 
appearance of partiality.” Lester Slip Opinion p. 7. 

The court concluded that the facts supported its conclusion that the 
appearance of fairness doctrine had been violated. It stated, “We cannot 
condone informal and off the record handling of serious trial irregularities or 
allegations. Because there is a basis to reasonably question whether Lester 
received a fair, impartial, and neutral hearing, we conclude that the trial court 
violated the appearance of fairness doctrine.” Lester Slip Opinion, p.8. 

The court reversed the conviction and remanded for a new trial before a 
different trial judge. 

Training Takeaway 

For law enforcement, the takeaway from this case is about assisting in seeing 
a case through to a successful trial outcome. If the possibility of coaching had 
been observed by the detectives and reported to the prosecutor, the case would 
have gone differently. The prosecution would then have been able to preserve 
the trial from any possible violation of the appearance of fairness doctrine. 

Officers and detectives can and should serve as the eyes and ears of the 
prosecutors for any anomalies that might be considered a violation of the 
appearance of fairness during trial. Signaling or coaching witnesses on the 
stand is one example among many of serious impropriety that is important for 
a trial prosecutor to be aware of. 

EXTERNAL LINK: View the Court Document 

https://www.courts.wa.gov/opinions/pdf/889567.pdf
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Fuhr v. City of Seattle, No. 24-5618, Ninth Circuit Court of Appeals (May 7, 2026) 

Disclaimer Concerning Federal Cases 

Federal cases should be reviewed by Washington law enforcement with 
caution. There are many issues of interest to Washington law enforcement, to 
include criminal procedure, search and seizure, application of evidence rules, 
and uses of force, and other constitutional issues, that are decided differently 
by Washington courts compared to their federal counterparts.  

All law enforcement personnel, parties, and agencies must review the actual 
published case opinions in these cases and consult their agencies’ legal 
advisors, union counsel, and local prosecutors for specific guidance on 
whether the application of federal cases should be applied to specific issues in 
specific cases or investigations. 

Factual Background 

The incident occurred in 2020 at a playfield in Seattle. The mother of a one-
year-old little girl called 911. She was frantic and reported that the suspect, 
Fuhr, had fired a gun at the playfield and had taken the little girl. She also 
reported that he had beaten her the day before. The mother begged the 
dispatcher for help. 

A bystander made a second 911 call. He reported that, “[A] Black male had 
pulled out a gun, told the woman to run, and then taken the child…” and “had 
placed the handgun in the back of his pants and left the area.” Fuhr Slip 
Opinion, p. 5. 

Law enforcement mobilized in response to the calls. Several police units 
responded, including a canine tracking team, the SWAT team, and a 
helicopter. Information from one officer on the scene indicated that Fuhr was 
intoxicated and not carrying the little girl safely. “[T] the infant’s head and 
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arms [were] flopping around pretty violently.” Fuhr Slip Opinion, p.6 (internal 
quotation marks omitted). It was reported that Fuhr actively eluded the officers 
on foot and ignored multiple commands to stop. 

The involved officer from the shooting was one of the officers who responded 
with the canine team. He was also a trained SWAT officer. He and another 
officer saw Fuhr and moved to confront him in an alleyway next to a multi-
story townhome. The court described the circumstances of the fatal shooting 
by the officer as follows: 

As captured on bodycam, as Zech and the other officer ran into the alleyway, 
Fuhr emerged from behind bushes and advanced down a slope towards them. 
There was a wooden fence of varying height to one side and behind Fuhr, and 
the officers did not know what lay beyond the bushes from where Fuhr had 
emerged. Fuhr held his daughter in front of his chest. Less than two seconds 
after entering the alley and encountering Fuhr, Zech fired a single round, 
which struck Fuhr in the face. Fuhr Slip Opinion, p. 6 

The involved officer gave a deposition in which he elaborated on his reasons 
for having fired the shot. His reasons included that he considered the suspect 
to have been cornered, that he was using the baby girl as a human shield, and 
that training indicated that an officer should “intervene when given a window 
of opportunity,” and that he “saw the baby’s life and safety as his priority.” 
Fuhr Slip Opinion, p.6. 

Fuhr died from a single gunshot wound to the forehead. His estate sued the 
involved officer and the Seattle Police Department. The case came before the 
trial court on a summary judgment motion. The trial court ruled that the 
officer and department were entitled to qualified immunity and thereupon 
dismissed the case. 

Analysis of the Court 

The Ninth Circuit began by explaining the precise reason for its decision. That 
reason was grounded in one, but not both, elements of the qualified immunity 
legal standard. 

The qualified immunity standard has two components or “prongs.” The first 
is that “the court must consider whether the facts demonstrate violation of a 
constitutional right.” Fuhr Slip Opinion, p.7. It is important to an understanding 
of the court’s decision in this case to know that the court did not conclude that 
the first prong had been established. “We do not decide whether, viewing the 
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facts in the light most favorable to Fuhr, a Fourth Amendment violation 
occurred. Instead, we hold only that [the involved officer’s] conduct did not 
violate clearly established law.” Id. 

The court’s limitation of its holding has significance. Had the opinion held 
that the officer did not violate the Fourth Amendment, it might be viewed as a 
much clearer exoneration of the officer’s actions. Instead, the court rested its 
holding on the “clearly established law” component of the qualified immunity 
test. 

Clearly established law requires that there exist a prior case with similar facts 
that conclusively establishes the unlawfulness of the officer’s conduct. “In 
order [t]o find that a right is clearly established, we must identify a case where 
an officer acting under similar circumstances was held to have violated the 
Constitution.” Fuhr Slip Opinion, p.8 (internal quotation marks omitted). 

The court’s review of past cases included two cases that it compared to the 
circumstances in this case. The first was Harris v. Roderick, 126 F.3d 1189 (9th 
Cir. 1997). In that case, the court reviewed an incident in which officers were 
given a shoot to kill on sight authorization for any armed suspects. The 
authorization applied without regard to whether the suspects posed an 
immediate threat to officers or others. This directive was held to be 
unconstitutional. But because the facts were unlike the facts in this case, the 
court in Fuhr found that it was not comparable to the circumstances of the 
fatal shooting in this case. 

A second comparison case was George v. Morris, 736 F.3d 829 (9th Cir. 2013). In 
that case, a suicidal elderly man with a gun was confronted while on a balcony. 
This was after a 911 call from his wife. The case stands for the proposition that 
it is a constitutional violation to shoot an armed individual when they are not a 
threat to officers or others. As with the Harris case, the Fuhr panel did not 
consider it sufficiently close to constitute clearly established law. 

In its analysis, the Fuhr court summarized the key facts that cast doubt on a 
clearly established constitutional violation. 

Fuhr had posed a threat to others throughout the thirty-eight-minute saga, 
beginning in the park, where he fired a gun near AT and the baby, and 
continuing until Zech shot him. Zech did not know that Fuhr no longer 
possessed the firearm, and thirteen seconds before the shooting, several 
officers encountered Fuhr and ordered him to stop, a command he ignored. 
Throughout the pursuit, Fuhr showed no intentions of complying with 
multiple orders, and he continued carrying the baby with little apparent 

https://www.courtlistener.com/opinion/7054016/harris-v-roderick/?q=&type=o&order_by=score+desc&stat_Published=on&citation=126+F.3d+1189
https://www.courtlistener.com/opinion/7054016/harris-v-roderick/?q=&type=o&order_by=score+desc&stat_Published=on&citation=126+F.3d+1189
https://www.courtlistener.com/opinion/8441541/george-v-morris/?q=&type=o&order_by=score+desc&stat_Published=on&citation=736+F.3d+829
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regard for her safety. Confronted with this situation and Fuhr’s sudden 
appearance coming toward the officers, Zech made a split-second decision to 
fire. These facts place this case about as far as possible from George, and we are 
aware of no case clearly establishing a suspect’s right to be free of excessive 
force in the face of these facts and when his actions are “objectively 
threatening” to others. Fuhr Slip Opinion, p. 10-11 

The Fuhr decision was not unanimous. It was two to three. The dissenting 
judge would have found against the officer on the clearly established issue. He 
considered several prior decisions to have been close enough, and he 
emphasized the lack of an actual threat posed by the suspect, who had 
discarded the gun before the shooting. 

Training Takeaway 

Cases like this from the Ninth Circuit must be viewed with caution. 
Department legal advisors, use of force trainers, and supervisors should be 
consulted as to how this case might apply to any particular scenario. In 
Washington, for instance, a fatal shot to the forehead of an unarmed suspect 
may or may not meet Washington’s good faith standard irrespective of 
whether it might be deemed lawful under the Fourth Amendment. See RCW 
9A.16.040 

EXTERNAL LINK: View the Court Document 

https://app.leg.wa.gov/rcw/default.aspx?cite=9A.16.040
https://app.leg.wa.gov/rcw/default.aspx?cite=9A.16.040
https://www.govinfo.gov/content/pkg/USCOURTS-ca9-24-5618/pdf/USCOURTS-ca9-24-5618-0.pdf
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United States v. Johnsen, No. 24-6689, Ninth Circuit Court of Appeals (May 26, 2026) 

Factual Background 

The case originated with investigators performing “a routine sweep of a 
peer-to-peer filesharing platform called eMule” and discovering “an online 
profile with the username ‘Sparky’s Engine’ that was offering to share at least 
19 files of suspected child pornography.” Johnsen Slip Opinion, p. 4. 

The court explained that the eMule sharing system permitted users to share 
images from their personal computers to other users’ personal computers. 
When a user downloads a file using the platform, it is stored on his local hard 
drive. 

The nature of the eMule system makes it possible for officers to scan for 
known child pornography images on a suspect’s hard drive. Officers are able to 
conduct a sweep search for hash values of images proven to be child 
pornography in prior investigations. The uniqueness of the hash values 
functions as a kind of digital fingerprint for a particular image, no matter 
what computer system it is stored on. A user offering a particular image with a 
particular hash value can thereby be said to have a confirmed child 
pornography image on their computer. 

The officers conducting the sweep in this case were alerted to the defendant’s 
account. They attempted to download images from the defendant’s system but 
were unable to do so. Nevertheless, they were able to identify the hashtag 
fingerprints of a number of images known to be child pornography and offered 
by the defendant to others to download. They used that information to apply 
for a search warrant. 

The search warrant yielded 140,000 images and over 900 videos of child 
pornography. The defendant was subsequently indicted on five counts of 
federal child pornography offenses. He brought a pretrial motion in which he 
challenged the probable cause for the search warrant. 
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Analysis of the Court 

Under the federal constitution, probable cause for a search warrant will be 
satisfied if the application establishes a fair probability that contraband or 
evidence of a crime will be found at a particular location. “In the context of 
child pornography, a reasonable inference that [a suspect] had received or 
downloaded [such] images easily meets the ‘fair probability’ test.” Johnsen Slip 
Opinion, p. 9. 

The court applied the Fourth Amendment probable cause standard to the 
information the officers gathered from the eMule sweep. It found ample 
support for probable cause from the nature of the digital hashtag stamps and 
the defendant’s own file naming conventions. As to the hashtag matches: 

A hash match between a suspect’s files and known child pornography amply 
supports the reasonable inference that such material is present on the 
suspect’s devices, even if agents have not downloaded and viewed the suspect 
file. Hash matching is widely viewed as a reliable and scientifically sound 
means of identifying duplicates of a file… Johnsen does not challenge the 
reliability of the Government’s hashing methodology and offers no rebuttal to 
the Government’s assertion in the warrant application that hash values are 
more reliable than DNA evidence.” Johnsen Slip Opinion, p.9 

The court also noted that the defendant had named the images that he had 
available to share. His naming convention included references to child 
pornography subjects. This evidence supported the hashtag inference that 
contraband pornography would be found on his devices. 

Training Takeaway 

The use of the term digital fingerprint is an indicator that computer forensics is 
deemed reliable for use in court and in search warrants. The court’s summary 
of what a hash value is and how it can be said to pinpoint contraband images 
on a suspect’s computer is an important takeaway from this case. The officers 
here were not required to state that they had seen the actual images from the 
defendant’s devices. It was sufficient that he had offered to share images that 
were known to be child pornography because of their hash values. 

EXTERNAL LINK: View the Court Document 

https://www.govinfo.gov/content/pkg/USCOURTS-ca9-24-6689/pdf/USCOURTS-ca9-24-6689-0.pdf
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